The Retina Center of Maine
195 Fore River Parkway, Suite 480, Portland, M aine 04102
207-773-3937

Notice of Privacy Practices

This Notice of Privacy Practices describes how medical information about you may
be used and disclosed, and how you can get access to that information.

Please review it carefully.
1. Introduction

This Notice of Privacy Practices describes how Re&na Center of Maine may use and disclose your
protected health information ("PHI") to providedteent to you; to seek payment for the medical
services you receive; and to support the legitirhaedth care operations of our practice.

"PHI" includes your demographic information suchhame, address, telephone number, and family;
past, present, or future information about yourgatel or mental health or condition; and informatio
about the medical services provided to you, inelgghiayment information, if any of that information
may be used to identify you.

The Notice describes uses and disclosures of Pihich you have consented, that you may be asked
to authorize in the future, and that are permittecequired by state or federal law. Also, it &da
you of your rights to access and control your PHI.

This Notice is effective April 1, 2003. We may amdehis Notice of Privacy Practices periodically
and you may obtain a current copy of the Noticedmytacting the office staff at any time.

We regard the safeguarding of your PHI as an ingpoduty. The elements of this Notice, the consent
you have signed, and any authorizations you mayaig required by state and federal law for your
protection and to ensure your informed consentéause and disclosure of PHI necessary to support
your relationship with The Retina Center of Maine.

If you have any questions about The Retina Cerit®faine’s Notice of Privacy Practices, please
write, or call our Privacy Contact at 207-773-3987emailprivacy@retinamaine.com

2. Safeguarding PHI Within the Office

We have in place appropriate administrative, tezddnand physical safeguards to protect the privacy
of your PHI. We regularly train our staff on thieligation to protect the privacy of your PHI. We

hold medical records in a secure area within tfieef Only staff members who have a "need to
know" are permitted access to your medical recardkother PHI. Our staff understands the legal and
ethical obligation to protect your PHI and thati@ation of this Notice of Privacy Practices widsult

in discipline in accordance with our personnel @l



3. Uses and Disclosures of PHI Based Upon YourtéfriConsent

You signed our "Consent to Use and Disclosure ofdeted Health Information” when you joined our
practice. Based upon this consent, our practilewae and disclose your PHI for the following tgpe
of activities.

« Treatment. Treatment means the provision, cootidimaor management of your health care
and related services by Dr. Mark Balles and otleaith care providers involved in your care.
It includes the coordination or management of leadire by a provider with a third party,
consultation between our practice and other health providers relating to your care, or our
practice's referral of you to a specialist physiaa other practitioner or facility, such as a
laboratory.

« Payment. Payment means our activities to obtaminersement for the medical services
provided to you, including billing, claims managerend collection activities. Payment also
may include your insurance carrier's work in detamng eligibility, claims processing,
assessing medical necessity, and utilization review

» Health Care Operations. Health care operationsi\eéee legitimate business activities of our
medical practice. These activities include, foamaple, quality assessment and improvement
activities; practitioner performance evaluatiomuid & abuse compliance; business planning
& development; and business management & genenaingtrative activities. For example,
we may call you by name in the waiting room whenaneready to serve you; we may leave a
reminder of your appointment on your answering nreebr voicemail and we may send you
a reminder card in the mail to call our office thiedule a followup appointment. When we
involve third parties, such as billing servicespim business activities, we will have them sign
a "business associate" agreement obligating thesafeguard your PHI according to the same
legal standards we follow.

» Family & Close Friends Involved in Your Care. Ybave consented to disclosure of PHI that,
in Dr. Balles’ judgment, is in your best interestdisclose to your family members and close
friends who are involved in your health care.

4, Uses and Disclosures of PHI Based Upon Yourtérit
Authorization

From time to time, you may request that The Reflrater disclose limited PHI to specified
individuals or companies for a defined purposetamdframe. These situations may include
disclosures of sensitive PHI, such as HIV statusfmrmation about sexually-transmitted diseases,
mental health or psychiatric treatment, or substainise services. Also, you may authorize
disclosures to individuals who are not involvedreatment, payment, or health care operations, such
as attorneys if you are involved in litigation @tlon your own or another's behalf. If you wishas
make disclosures in these situations, we will agktp sign our "Authorization to Use and Disclose
Protected Health Information."



5. Uses and Disclosures of PHI that are Permittélieguired by
Law

In some circumstances, we may use or disclose RHuwithout your consent or authorization. State
and federal privacy law permit or require such aisdisclosure regardless of your consent or
authorization because it is in the best interesiuofsociety at large that the use or disclosureHifbe
made in these situations.

» Emergencies. If you are incapacitated and reauitergency medical treatment, we will use
and disclose your PHI to ensure you receive thessary medical services. We will attempt to
obtain your consent as soon as practical followioigy treatment.

« Communication barriers. If we try but cannot obtgdur consent to use or disclose your PHI
because of substantial communication barriers and physician, using his or her professional
judgment, infers that you consent to the use arl@ssire, The Retina Center will make the use
or disclosure.

* Required by law. We may disclose PHI to the exteqtired by law and in a manner limited
to the specific requirements of the law.

» Public health activities. We may disclose your BdH&n authorized public health authority to
prevent or control disease, injury, or disabilit@ comply with state child or adult abuse or
neglect law.

» Health oversight activities. We may disclose yBti to a health oversight agency for audits,
investigations, inspections, and other activitiesassary for the appropriate oversight of the
health care system and the government benefit anogsuch as Medicaid and Medicare.

» Judicial and administrative proceedings. We magldse your PHI in the course of any
judicial or administrative proceeding in resporsarn order expressly directing disclosure and
within certain limits in response to a subpoenscaWery request, or other lawful process.

» Law enforcement activities. We may disclose yodt # a law enforcement officer for law
enforcement purposes.

« Coroners, medical examiners, & funeral directdige may disclose your PHI to a coroner or
medical examiner for the purpose of identifyingegehsed person, determining a cause of
death, or other lawful duties. We also may diselgsur PHI to enable a funeral director to
carry out his or her lawful duties.

» Research. We may disclose your PHI for certainioa¢dr scientific research where the
researchers have a protocol to ensure the priviagyus PHI.

» Serious threats to health or safety. We may dseclmur PHI to prevent or lessen a serious
and imminent threat to the health or safety of @qe or the public.




Armed forces personnel & national security. We rdisglose the PHI of members of the
armed forces for activities deemed necessary bsogppte military command authorities to
assure proper execution of the military missione &0 may disclose your PHI to certain
federal officials for lawful intelligence, countetelligence, and other national security
activities.

Workers' compensation. We may disclose your PHiudlsorized by and to the extent
necessary to comply with the Maine Workers' Comatois Act or other similar programs that
provide benefits for work-related injuries or ilssewithout regard to fault.

You & DHHS. We must disclose your PHI to you upequest and to the Secretary of the
U.S. Department of Health & Human Services to itigese or determine The Retina Center of
Maine’s compliance with the privacy laws.

Your Rights Regarding PHI

Right to request restriction of uses and disclasuMou have the right to request that we not
use or disclose any part of your PHI unless itus@or disclosure required by law. Please
advise us of the specific PHI you wish restrictad the individual(s) who should not receive
the restricted PHI. We are not required to agoegtir restriction request, but if we do agree
to the request, we will not use or disclose théicted PHI unless it is necessary for
emergency treatment. In that case, we will askttierecipient not further use or disclose the
restricted PHI.

Right of access to PHI. You have the right to a@nd obtain a copy of your PHI in a
"designated record set" (your medical and billiagards) as long as we maintain the PHI in
such format. However, you do not have a rightaaieas to psychotherapy notes or information
compiled in reasonable anticipation of a civilpginal, or administrative proceeding. Also,
your right of access may be limited if providingteen PHI to you may endanger the health or
safety of yourself or others. To request accegstm PHI, please make your request in writing
to our Privacy Contact. We will respond to youguest as soon as possible, but no later than
30 days from the date of your request. We haveigji to charge a reasonable fee for
providing copies of your PHI.

Right to confidential communications. You have tiglt to reasonable accommodation of a
request to receive communication of PHI by altemeatneans or at alternative locations.
Please make your request in writing to our Priv@optact. We will not require an explanation
of your reasons for the request, but we will asit fou specify the alternative address or other
method of contact and that you inform us of howrpeagt for our medical services will be
handled.

Right to amend PHI. You have the right to requlest we amend the PHI in your "designated
record set" for as long as we maintain the PHuichsformat. Please make your request in
writing to our Privacy Contact. We will respondytour request as soon as possible, but no
later than 60 days from the date of your requistie deny your request for amendment, you
have the right to submit a written statement ofoeable length disagreeing with the denial



and we have the right to submit a rebuttal statémamrecord of any disagreement about
amendment will become part of your medical recami$ may be included in subsequent
disclosures of your PHI.

Right to accounting of disclosures. Subject taaerdimitations, you have the right to a

written accounting of disclosures by us of your Rétinot more than 6 years prior to the date
of your request. Your right to an accounting aggplio disclosures other than those for
treatment, payment, or health care operationsptwself; for a facility directory; to your

family or close friends involved in your care; or hotification purposes. Please make your
request in writing to our Privacy Contact. We wdkpond to your request as soon as possible,
but no later than 60 days from the date of youuest; We will provide you with one
accounting every 12 months free of charge. Wedahidirge a reasonable fee based upon our
costs for any subsequent accounting requests.

Right to a copy of our Notice of Privacy Practic&¥e will ask you to sign a written
acknowledgement of receipt of our Notice of Priv&egctices. We may periodically amend
this Notice of Privacy Practices and you may obgairupdated Notice from our Privacy
Contact at any time.

Complaint Procedure

Within the practice. If you have a complaint abthé denial of any of the specific rights listed
in Section 6 above, about our Notice of PrivacycBecas, or about our compliance with state
and federal privacy law, please make your complaimiriting to our Privacy Contact. We

will respond to your complaint in writing within éttimeframes listed in Section 6 above or in
any case within 60 days of the date of your complai

Outside of the practice. If you believe that we aot complying with our legal obligations to
protect the privacy of your PHI, you may file a q@aint with the Secretary of the U.S.
Department of Health & Human Services. You muskengur complaint to the Secretary in
writing within 180 days of the act or omission fongy the basis of your complaint.




